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Anbtha u Geta TecTipoBaHne
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TecTUpoBaHMe Ha CO6GCTBEHHbBIX HRgecT
COTPYAHUKAX KOMMAHUN

AJNIbOA-TECTUPOBAHUE : AKCNNYTAUMOHHOE TECTUPOBAHME :

MCMbITAHMA NpoAYKTA BHYTPU KOMMAHUM MCMONb30BaHUEe MNpoAykKTa BHYTpU

Ha npeaMeT COOTBETCTBUA €ro CBOeMy KOMMaHMM Ha MOCTOSAHHOW OCHOBE

Ha3Ha4YeHuIo

NMPEUMYIIECTBA: NMPEMMYWIECTBA:

o HenpepbiBHOE MCMNoONb30BaHWe MpoAyKTa B o HenpepbiBHOE MCNoO/Nb30BaHWe MpoAyKTa B
peasibHbIX YCNOBUAX B peasibHOM BpEMEHMU peasibHbIX YC/OBUAX B peasibHOM BpeMeHU

o 03abunuTn TecTUpoBaHWe Ha peasbHbIX O BblsiBIeHME HOBbIX CLEeHapueB
nosib3oBaTenax

o HapawuBaHuMe KOMaHAOW 3KcCMNepTu3bl
o HapawuBaHuMe KOMaHAOW 3KCMNepTu3bl
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TecTnpoBaHune npoayktos B IT vpect

Bce kpynHble IT-
KOMMNAHUU TeCTUpywT
CBOU NpPOAYKTbl Ha
COOCTBEHHbBIX
COTpyAHUKAX
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UHPOoTeKC TecTupyeT cBOMU “roecT
NpOAYKTbl HA CO6GCTBEHHbIX COTPYAHUKAX
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KaKk TecTupoBaTb NpOAYKTh
UWHAYCTPUANBbHOIrO HanpaBaeHUa?



NMpoAyKTbl MHAYCTPUAZIBHOIO

HanpaB/eHUA

7" CeTeBble cpeaAcTtBa 3alUThbI

2 §f VHPpopmaLmm

ViPNet Coordinator IG10
ViPNet Coordinator IG100

="£_ BcTpaMBaeMmble cpeAcTBa

1T 3aWuTbhl MHPOpMaL UM

ViPNet SIES:

ViPNet SIES Core
ViPNet SIES Core Nano
ViPNet SIES Unit
ViPNet SIES MC
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TecTtupoBaHue ViPNet
Coordinator IG
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NInHelika wnw3o0B 6e30MacHOCTMU e o)
ViPNet Coordinator IG

VPN — wnio3
ypoBHA L3, L2
no TpeboBaHuUAM K
CK3M knacca KC3

MexceTeBOM 3KpaH

Tnna «A» 4 Knacca
Tuna «[» 4 Knacca no
TpeboBaHuam OCTIK Poccum

4 Knacc 3aluueHHOCTU no
TpeboBaHuam OCb Poccuu

P @ MapuwpyTusaTtop,

6ecnpoBogHO poyTep

4 ypoBeHb AoBepuA
no TpeboBaHuAM
OCT2K Poccum

MADE IN lpoBOAHbIE,

RUSSIA 3G/4G, Wi-Fi
MMnopTo3amelleHune

nponsseneHo B Poccuu
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CTeHA BuaeoHabnwaeHUd 3a
3BaKyauunen aBToMmobunen c
NapKoOBKW



T TeXOgE

CteHA HabnwaeHud
3a 3BaKyauuewu
aBTOMOGUNEn

C NapKoOBKMU

nepea opucom

MockoBckun opuc NUHoTeKC Ha CTapom
MeTpoBCckOo-Pa3yMoBCKOM npoe3spge
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CTeHa HabnwgeHuA 3a 3BaKyauuewu “roecr
aBTOMOOMNIEen C NapKOBKM

ViPNet VPN
s S, Beellne
ViPNet VPN
Ethernet
: Wi-Fi Wl Fi
YnunyHana YNW4Has
Wi-Fi kamepa Wi-Fi kamepa
Paboyee mecTo JInyHble cMapTQOHLI

WHXeHepa no WHXeHepoB Mo
TeCTUpoBaHu TeCTUpoBaHui
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MOHUTOPUHI YPOBHA
Kucnopoga B WKagy
C KucnopoaHoiMm 6annoHoOM
Ha TOMCKOM MpPoOu3BOACTBE
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MOHUTOpPUHI YPOBHA KUcCaopoAaa
B WKady C KUCNoOpogHbIM 6an/IOHOM
Ha TOMCKOM MNpousBoACTBe

Modbus TCP

ViPNet VPN
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3auuieHHan
BuageoTpaHcnauma c Antaa ©



3auumileHHas
BUAEOTpaHCNALUA
c AnTas

ABTOMO6GU/IbHLIK MapuwpyT
Tomck - AnTamckume Kpacotbl - TomcK
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3awumueHHan
BugeoTpaHcnauma ¢ AntaAd

ViPNet VPN

Wi-Fi
Kamepa
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BuoeoHabiawaeHue 3a
CTpOMUTE/IbCTBOM 3aBOJa
MPOKBAHT B TomMmcke



«MHPoTeKC» NnoCcTpoUT HOBbIA NPOU3BOACTBEHHDbIN
KomMmnnekc B Tomcke

25.11.2021 | MNopenunTbes s

ILtomans xomnekca coctasuT 8000 KB. M, OH NpeAHA3HAYEH AJIs1 OPraHU3aLuH
OIBITHOI'0 H MEJIKOCEPHITHOTI0 IPOH3BO/ICTBA IIPOrPAMMHO-aNNapaTHBIX
KOMIIJIEKCOB 3alIUTHI HHpOpManuy, B MepBYIo o¥epeab — KOMILJIEKCOB
KBaHTOBOTO pacnpeesieHHs KIIOYeH.

AO «ITpoKBaHT», cozpanHoe B 2021 roay Ha 6aze 060Cc0O06JIEHHOrO NOAPA3esIeHH s
AO «MHPoTeKC» B ToMCKe, B CTAaTyCe Pe3UAeHTa 0COB0M IKOHOMNYECKOM 30HBI
(053) «TOMCK» IJIAHUPYET IMTOCTPOUTH COGCTBEHHBIN HAYYHO-TPOM3BOICTBEHHbIN
KOMILJIEKC.
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Mpon3BOAC TBEHHbLIU
komnnekc MPOKBAHT
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3awuueHHoe BuaeoHabawaneHue vpect
3a cTpouTenbHou naowaakon (1 stan)

Coordinator Ynwdnas
IG100 I5 Kamepa

O¢puc B r.Tomck
N
e—® . C/

Coordinator
NE IG c1ea 15 Yanunan
$—3 JEnt + poE ""‘"’"" MPOKBAHT,

r.TomMck
@ Coor-dmator
IG1oo I5

Paboume mecTta

COTpYAHHMKOB Eht PoE
Opuc B r.Mockea Eht poE Kmpa
BHYTPM
Coordinato YnuuHan

KoMIAeKca
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3auuueHHoe BuaeoHabwaeHUue
3a cTpouTesbHOM nnowaankon (1 sTan)

CTpecc-TecT Ha
BbDkMBaeMOCTb 0bopyaoBaHuUA
OT pa3paboTymKoB
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3auumueHHoe BuaeoHabnwaeHue 3a “roect
cTpouTenbHou naowagnkon (2 sTan)

Opuc B r.Tomck - @ 6pa
@ \\ | o

MPOKBAHT,
r. Tomck

COTPYAHUKOB

O¢uc B r.Mocksa
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TecTnpoBaHue
npoayktoB ViPNet SIES



BCTpauBaemMble cpeaAcTBa 3aWUThbI

nHpopmaumun ViPNet SIES

YMPABJIEHUE

SAWLUTA
YCTPOWCTB

HUXHUA YPOBEHb

ViPNet SIES MC

$

SIES MC API

ViPNet SIES Workstation

ViPNet
SIES

Core
Nano

ViPNet SIES
Smartmeter WS

ViPNet
SIES
Unit

CPEJHWA YPOBEHb BEPXHWWA YPOBEHb
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o CK3U knacca KC1 u KC3

no TpeboBaHuam OCb
Poccuu

HeT HeobxoaumocTm
pa3spaboTynkam
YyCTpPOWUCTB
aBToMaTusauum
CTaAHOBUTbLCA
pa3spaboTynkamm CK3U

HeT HeobxoammocTwu
HanM4una rnybokmx
KOMMeTeHUUn no

Kpuntorpaéum n WUb
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Cncrtema MOHUTOPUHra
BO3AyXa B MOCKOBCKOM
opuce y mMm.0TpagHoe
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AaTYMKN MOHUTOPUHra
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Cuctema MOHUTOpPUHra "oecT
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Cncrema MOHUTOPMUHraA
napameTpoB BO3AyXa
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napameTpoB BO3A4yXa

Cncrtema MOHMTOp
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2808 15:47:25 Monyuen npicnarwoii CRISP naker (sapec: 05b4)
28.08 15:47:22 CRISP naker ycnewno pacuwmdposaH (aapec: c3d9)
28.0815:47:22 Monyqen npuxnaanoin CRISP naker (anpec: £0d9)
28.08 15:47:12 CRISP naket ycnewno pacwndposan (anpec: 05b4)
28.08 15:47:13 Nonyden npuknanton CRISP nakeT (aapec: 05b4)
28.08 15:47:10 CRISP naker ycnewwo pacwudbposan (anpec: c8d9)
28.0815:47-10 TMonyusH npuknansoi CRISP naker (anpec: <9d9)
28.0815:47:02 CRISP naket ycnewno pacwudgposan (anpec: 05b4)
28.0815:47:01 Monyqen npunapnoi CRISP naket (agpec: 05b4)
28.08 15:46:57 CRISP nakeT ycnew+o paclwkdpoeaH (anpec: c9d9)
28.0815:46:57 MMonyuen npuknaanon CRISP naket (anpec: <0d9)
28.08 15:46:50 CRISP naker yonewHo paclunbposan (anpec: 05b4)
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2808 154727 CRISP naxer yenewrio pacundposan (anpec: 2edc)
28.08 15:47:27 Monyuen npuxknaasoi CRISP naket (anpec: 2edc)
28.0815:47:25 CRISP naket ycnewno pacwndposan (anpec: cdee)
28.0815:47:24 Monyqen npuxnaanci CRISP naket (anpec: cdce)
2808 15:47:18  CRISP naket yonewso paciuudbposan (anpec: ccld)
28.0815:47:18 Monyuen npuknaanoi CRISP naket (anpec: ccld)
28.08 15:47:14 CRISP naker ycnewwo pacuudposan (anpec: Zedc)
28.08 15:47:14 Monyqen npuxnaanoin CRISP naket (anpec: 2edc)
28.08 15:47:12 CRISP naker ycnewno pacwwndposan (anpec: cdee)
2808 1547-12 Monyuen npuknamson CRISP nakst (sapec: cdce)
28.08 15:47:06 CRISP nakeT ycnew+o paclwndpoeaH (anpec: ccld)
28.08 15:47:05 Monyuen npuknapvoi CRISP naker (anpec: cc0d)
28.08 15:47:02 CRISP naket ycnewno pacwudposan (anpec: Zedc)
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